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1. Product Overview

1.1 Product Introduction

CAN-AM Access Control with Al thermal detector Hero-BK-PM adopts the new Al chip-set, large
thermal sensor array, and latest algorithm, providing the cutting-edge face recognition and body
temperature detection, with ability to detect wearing the mask. Hero-BK-PM can identify human

forehead automatically from 0.3meter ~1.2meter to get £0.3°C high accuracy body temperature

within 0.05second.

1.2 Product Functions

® Proximity wake-up activation: the device is automatically activated when a person
approaches.

® 7-inch touch screen: displays the software interface, operation guidance and face frame.
Performs real-time face detection (supports local video preview).

® 2 million pixel binocular wide angle camera.

® Anti-fake function for pictures and videos.

® Facial recognition distance of up to 1 meter, for a height range of 1.4m to 1.9m.

® Use of deep learning algorithms to support a capacity of 50,000 faces. Fast recognition
with a higher recognition rate.

® Storage of up to 50,000 events.

® Multiple authentication methods.

® Facial comparison time < 0.5s/person. Recognition rate 299.9%.

® Support for importing of card and facial data to devices through TCP/IP transmission or
USB interfaces.

® Uploading of data through the internet.

® Uploading of comparison results and interconnected snapshots to the platform for
storage.

® Personnel information can be sent down from the platform or uploaded from local
devices.

® Stand-alone operation in offline mode.

® | ocal login for managing, searching and configuring device parameters.

2. Wiring instructions

Face recognition terminal can be docked through the tail line access control locking, in the
retention of existing access control system function of the colleague, the access control intelligent
operation upgrade. It is possible to simulate the opening of the door with the PUSHOUT signal and
directly drive the electromagnetic anode or cathode locks with the LOCKNONC signal.

For direct drive of Anodic or cathodic locks, a 12V/2A switched power supply is recommended.
Note the following while wiring.

® If 1.0mm national standard wire is used, 12V switching power supply is used, and the wiring
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distance from the site construction (switching power to equipment distance) does not exceed
20m.

® |f 1.5mm national standard cable is used, 12V switching power supply is used, and the wiring
distance from the site construction (switching power to equipment distance) does not exceed
30m.

® |f 2.0mm national standard wire is used, 12V switching power supply is used, and the wiring
distance (switching power to the equipment distance) is not more than 40m.

2.1 Wiring instructions

DC IN

— +12VIN

R.J45
—Power —
— GND
usBs — TypeA
Ports——
Ethernet— RJ45
— PUSH_OUT
— LOCK_NONC
— QOut —
— GND
| +12v OUT " Reserved

The wiring instructions are shown in the table below.

Wi
Wire Description |Function ire Name Description
sequence
1 12VDC in 12V power supply, 2A
A DCIN POWER
2 GND Ground
1 5V
2 DN Onl d for factory testing.D
B Type-AUSB |USB Host nly used foriaciory testing.o
3 DP Not connect it.
4 GND
Standard 100 megabit network
C RJ45 Ethernet 1 Ethernet port, connect to PC for
configuration.
PUSH_OUT Switching Level Output
) lock control o .
D OUT-4pin signal 2 LOCK_NONC_12V |12V switching drive output
g 3 GND Ground

4



4 12V out 12V power output

E 2pin Reserved N/A, don’t connect anything!

Precautions:

1). Pin 4 (12V out), current limit output 1A, load beyond power, will cause panel machine hardware
damage.

2). Pin 2 (LOCK_NONC_12V), current limit output 800mA, beyond the power of the latch access,
will cause panel machine hardware damage.

3). Pin 2 (LOCK_NONC_12V) and pin 3 (GND), please do not short-circuit, otherwise it will cause
hardware damage to the panel machine.

4). Pin 1 (PUSHOUT) and pin 4 (12V out), please do not short-circuit, otherwise it will cause

hardware damage to the terminal.

2.2 Connect the device to PC

Connect the network cable via RJ45 to your PC directly or router.

The default IP address of device is|iSEIIGSMIIO0, and it supports DHCP as default mode.

A. If there is a router, you can connect the device to router via RJ45 cable. Then you will get the
current IP address on the TFT screen, then search this device via your PC’s ARfacemanger (You

PC should be in the same router).

B. If there is a wireless router. You can only add the 192.168.1.*** IP segment in Advanced as the
following pictures. And connect the device to your PC directly, then search and set it via

ARFacemanager.



al Area Connection Stg Il
I Local Area Connection Properties x|
Metworking |
i S —
I- Internet Protocol Yersion 4 {TCP/IPv4) Properties [ 2] ]
General |
‘fou can get IP settings assigned automatically if vour netwaork supports
I this capability, Otherwise, vou need to ask your netwark administrator Cantral Panel Home: Help protect your computer with Windows Firewall
For the appropriate IP setkings.
Allow a program or fecture Windows Fitewallcan help prevent hackers or malicious software from gaining access to your compuker through the
. through Windows Firewall Internet or 3 network.
" Obtsin an IP address automatically ) Changs notFeation sttings How does a Firewall help protect my computer?
- i i 2
¥ Use the following TP address: 0 o Windows Frenalon oraff | 72 3 netuerk lcaton
IP address: 192 168 . 1 .12 ) Restore defaks Update your Firewal setings

) Advanced settings Windaws Firewal is not using the recommended )
Subnet mask: |255 £255 255 . 0 ¥ settings ta protect your computer. 18 use recommended settings

Trodbleshoot my network.

Befndl el |—192 e 1. 1 wihat are the recommended settings?
. . 1% Home or work {private) networks Not Connected j

£ Obbain DG server address automatically .? P

—{* Usg the Following DMS server addresses: I wg?] Public networks Connected j

Preferred DS server: I g . 96 134,133
Alternate DMS server: I 02 . 96 125 . 46
Incoring connections: Block ol cormections ko programs thak are not on the et of

[™ validate settings upon exit AT R allowed programs
L— = Active public networks: B

Hetwork 4

Hotification state: Do not netify me when Windows Firewal blocks a new

Hetworks in public places such as airports or coffee shops

Windows Firewal state: Off

3. Turn off firewall of your PC __ (fWindows 10 OS) . After you configure it, you can turn the
firewall on again.This is only affect the search IP address of device. If not turn it off, you can add
the device by manually.

2.3 Connect the Lock of door (Push_out)

A. Conventional access control system, generally with a button to open the door function, it is
recommended that the terminal PUSHOUT terminal directly and connected to the open the door
button wiring, in line with the permission to open the door action through PUSHOUT directly
simulate the button grounding operation, does not affect the original door button function.

— PUSH_OUT

— LOCK_NONC

Out b Modul Button
— GND —_— onh'nl—E O

GND ©

— +12V QUT

2.4 Wiring instructions (LOCK_NONC_12V )

The hardware wiring is as follows, the switching quantity signal can be directly output 12V, no
external power supply is required to power the lock.

Note: The original door controls cannot be unlocked when the power is removed.
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Anode Lock
PUSH_QUT
LOCK_NONC
- \
Out Door modlle
GND ~

+12V OUT

Closed
Anode

Cathode

Open

Software Configuration: In the ARFaceManager tool, go to 3.2.8 Device Access Control

Parameters and set the door magnet type to "Normally Closed".

Cathode Lock

PUSH_OUT
LOCK_NONC ~_|

Out Baor Modulp
GND _

+12V OUT

Anode

Software Configuration: In the ARFaceManager tool, go to 3.2.8 Device Access Control

Parameters and set the door magnet type to "Normally Open".

3. Client operations

You can set up and operate your device through client ARFaceManager.exe. This chapter
introduces the functions and operating procedures of access control.

The main interface contains System menu, 4-channel preview interface, identified staff info
(temperature, mask, name) and UN-identified staff info (temperature, wear mask or not).



enfified Staff

Video Preview

Device Manage

I
{f# Staff Manage

PR Preview interface

Tt |
Identifiied staff
info

midentified Staff

Unidentified staff info

Language [English

4

Video Preview: You can get the live streaming info;
Device Manage: Search, edit and set the device.
Staff Manage: Add/edit/delete the staff personal info, and authorize the door-Lock function.

Data Query: Export the attendance of registered staff.

‘ Hideo Preview ‘ Hideo Freview TLfiElEO Freview
D . 1 Device Manage
Fvice fanase Device Manage
L1
M Staff Manage

[ Qﬂevice Search ]

[ 11]
) ctaff Manage

| @D #dd Device | | AFStaff Info |

[ @ Dewice Setting ] [ {:} Staff Symc ]

@ Data Query

| S Staff muthority |

(11
otaff Manasze ‘ ks hthority Gr
‘ m [’i' — ] ’ Attenda.nce
‘ @ Data Cuery ‘ | @ Data Query ‘ i Data Beport

3.1 Device Management
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3.1.1 Login

§ Account Login M

Bccount admin

Fazzsword

Confirm

Pleaze Register admin account first

Register

La.nguagel * Engla shl

For the first time login, you need set a password (Six characters at least) for admin account. After
login on, you can create sub-account, and set the role for the sub-account.

I‘ Account Login T— l:' Account Manage E@ﬂ

Account Account Pazsword

-
heccount admin
[7] ¥ideo Preview
Fazsword MO SSS0E [7] Device Search [ ] Add Dewice [ | Device Setting

|:| Staff Info D Staff Sync D Staff Anthority D Authority Group

|:| Attendance
Inwvalid Password

Login |[Account Manags

(424 Account | [Delets Account| [ Sape

Add sub-account, input the user and password. Select the Authority(role) for this account.
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:iﬂ:’ Account Manage

Account

heecount TEST

Faszword 1234567

1 admin

Authority

Video Freview
I:‘ Dewice Search
[7] Staff Infe
I:‘ Attendance

#dd Dewice I:‘ Device Setting
|:| Staff Syne |:| Staff Autherity |:| Authority Group

[ Confirm ] ’Delete Accnunt] [ Save

Delete account. Select it first, then Click “Delete Account”.

ﬂ‘ Account Manage

Account

1 admin

2 =

Ahoeount TEST
Authority
Video Preview
D Device Search
[7] Staff Info
D Attendance

Password 12345687

Add Dewice D Device Setting
D Staff Syne D Staff Authority D Authority Group

\

Add Accou.nt] [Delete Accou.nt] [

Save

10
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3.1.2 Adding Device

1) On the left side of the control panel, click Device Management -> Search Device

@ Name CHIPID

Ip Address MAC

N
=
=
o
=

Video Freview

Device Nanage

IQ Dew
3) Add Dev

{fF Staff Manaee

= @
E!‘
1

@l Data Query

SDK Status Upgrade sel

Operations

\

[G} Upgrade Select] [D Raset setect| [(DEeboot select] [ [E] Search Hetwork Seg metwork seg address

2) Click Device Management -> Add Device

Select the camera you want to add, fill in the device name (required) and position (required), and

click “|NEGISEIEEI . You can also delete it via “ Delete”.

O Searched Deviess Lizt
c n N AM Name CHIPID  Ip Address

1 Hero-TLO1-G 050074ba 192.168.1.100
Videa Preview
—

m Device Manage

=9,

Q Device Zeareh
® 4id Devies

@) Device Satring

iii Staff Manage
@ Data Query

Current Acoount  acmin

Language English L

11

“u

Acded Devices

Ip Address Type Position MAC ChipIl EDE Hame
1 1?;2.15&1.1... APP_30 OFFICE 0051886, 0500140 APP_30-20.. gf“’ﬁm"
e

Tevice Infa
P 152 168.1.100 WAC 00:15:16:68:4c b3
CID  05001dba Tyme APF_30
SOE  0.0. 0. 33fixd-APP_30-20200505-1005-0-FOO01

Custan Infa

Nane | Hero-TDO1-G

Fositian || OFFICE |
=

+ Mamizal Adé + Add Select | [ Modity

X Delete
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3.1.3 Device Settings

Device settings includes device parameters, upload settings, algorithm configurations, display
configurations, and video settings.

3.1.3.1 Device parameters

Added Devices Device Paran  Upload Setting  Algorithm Setting = Display Setting  Video Setting

Ip Address Position iy St
1 172.16.50.143 Howen I [] By Multicast Directly
Incremental Alloc From |192.168. 1. 100 to |192. 168. 1. 200
Ip Address 172.16.50. 143
Default Gateway 172. 16.50. 254 Subnet Mask |255.255. 255. 0
Primary DNS |202. 96.134. 133 Secondary DNS | 202. 96. 128. 86 |
Enable DHCP D Reboot after Setting Set
WIFI Setting
SSID Password Network Mode | Wireless Lan v  Default Gateway Set
NTP Setting
Ntp Server | ‘ Port ‘123 |
Update Cycle |480 ‘ Timezone | (GMT+08:00) Beijing, Urumqgi, Singapore 7
[ Enable NTP Set
Manual Time Setting
Device Time 2020/5/22 11:00:10 %  Set time |2020/5/22 10:22:39 |2 [] Syne with PC Set.
® [P setting
* DHCP mode

No need to set, you can get the IP address directly when you connect the RJ45 cable to router.
The IP address will display at the bottom of Screen of device.

* Static IP address settings
1. Check/“Directly’ |Jilfi@R “‘Enable DHCP".

2. Configure unified IP address, Subnet Mask and DNS information, you can change the
IP address as required. Click “ Reboot after setting” .The default IP address is 192.168.1.100.

3. Click “Set up”. The parameters will be synchronized to the device.
® WIFI settings:(Not Recommend)

Input the WIFI SSID and password.
* Date and time setting, use one of the following to set.
® NTP settings:

12
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1. Configure the NTP server IP address, port number, update cycle and time zone.

2. Check “Enable”.

3. Click “Set Up”. The parameters will be synchronized to the device.

® Time zone

Timezone

Timezone | (GMT-12:00) Dateline

] Dateline N /

(GNT-11:00) Midway, Sanca = [V]5et
(GMT-10:00) Hawaii

| (GMT-09:00) Alasks -
Manual Ti| (GWT-08:00) PST(USA and Canada)

(GNT-07:00) Mountain Time (USA and Canada)
Device Ti| (NT-08.00) Central Time o Set time 2020/5/5 10:46:35 2] [ Syne with BC [/] 5et

(GMT-05:00) Eastern Time
(GMT-04:30) Caracas
(GMT-04:00) Atlantic Time

® Manual time setting

Synchronize with your PC’s time.

3.1.3.2 Upload settings (Need develop or integrate the protocol)

Device Param Upload Setting Algorithm Setting Display Setting Video Setting

Private Cloud setting
[ ] Enable Private Cloud Server | | Port |80 |

appKey | | appSecret | | appNote | |

Set

Upload Setting
Service Type Setting

Service Type | recognize Reboot after Setting

HTTP Upload Setting

Http Posting URL ‘ | Http Server Port |80

Notify Uri | | [] Enable Http Upload

Mgtt Upload Setting

Mgtt Posting URL ‘ |

Magtt cert file ‘ | mgtt user id ‘ |

mgtt username | | mqtt password | |

Set

® Upload settings

Server type: Supports snapshot mode and recognition mode.

13




CAN:AM

Supports simultaneous Http and mqtt uploading.

3.1.3.3 Algorithm settings

| Device Paran | Upload Setting ||A1gnrithm Tetting || Display Setting | Video Setting

Snap Setting
Target Image Setting

() Custom @ Headshat () Upperhody ) Full
Height of Face Part 1.5 (1.0-3.0) | Height of Body Fart: Face Height x |1 (0.0-10.03 | ¥idth: Face ¥idth z 1.5 (1.0-5.00
[] Fined Pixel Image Width 100 x Image Height 100 (0-1000) Fizxel

Background Inage Setting

Image Quality general Image Resolution 1080F = | [C] Uplead Backeround Image

Snap and Duplicate removal Setting

Enzble Tuplicate Remowal Duplicate Removal Interwsl (0™1440Min) B0 Recognize Interval (S00-10000m=) 1000

Set
Conmon Setting
Temperature Measuring Setting Attribute hnalysis
Ensble Temperature Measuring [V] Show Infrared Inage  Analysis Interval (1-10000ms) O Enable Attribute Analysis [V] Temperature Attribute [[] Mask Attribute

Other Setting

Liveness Recognize Enable FaceAE [F Drax Tracking Frame Debug Level
Set

Threshold Seiting

7] Defanlt Value

Max ¥idth(0™1280) 400 Min ¥idth(0™1280) 40 Max Yaw Angle (07180) 30 Min Yaw Angle (-18070) =30
Maxx Height (07720) 400 Min Height (0™720) 40 Max Fitch Angle (0™150) 30 Min Pitch Angle (-150°0) =30
Max Roll Angle(07130) 30 Min Rell Angle(-13070) -30 Quality Score Threshold(0™100) 30 Straight Face Thresheld (071000 S0
Blur Thresheld(0™100) 30 Recognize Thresheld(0™100) B0

® Target image settings: Set the staff faces(picture)’s attribute. Keep the default setting.

® Background image settings: No need to set.
e Common settings

Common Setting

Temperature Measuring Setting Attribute Analysis

Enable Temperature Me: Show Infrared Image Analysis D Enable Temper [ ] Mask A

Other Setting /

Wear mask notification On/0ff
Liveness Recognize Enable FaceAE D Draw Tracking Frame Debug Level |Critiecal

Set

Temperature Measuring setting: Enable them.
Show Infrared Image: The infrared window will appear on the right top of Screen. Turn it on/off.
Enable FaceAE: Turn on/off the face recognition under back-lighting environment.

Mask Attribute: Turn on/off the wear mask notification.
14
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After you set them, click “ Set” to save the settings.

® Threshold settings --- Algorithm’s threshold setting. Keep the default setting.

3.1.3.4 Display settings

| Dewice Param I Upload Setting I Algorithm Setting | Display Setting Video Setting |

Inge Setting

Brightness (07100) 50 Centrast (0°100) 50 Saturatien(J100) 50 Sharpness (07100) 50 [ 5et

¥ideo Setting

Mirror Close + | HIE Mode Close v] |:| Enbale exposure upperlimit 5000 Sat

05D Setting
05D Options

Display Hame D Dizplay Time |:| Display Date

Channel Hame Time Fornat [24 hours systen v | Date Fornat [XNNEARR/IN (rear/month/day) =
Owerlay

|:| TopLeft Cameral |:| BottomLeft Camerall TopRight Tensertec |:| BottomRight Cameral

httendance Machine Settings

UL Param
Show IP Show Mac Show Staff Num Show Track Frame Show Recognize Zome Show Recognize Result |:| Single Warning
I Temperature Threshold

Language [Russian ) Voice [fonan = Valune (0-100) 75 Temperaturs Unit Lower Linit 30 Upper Linit 7.3

Unlock Condition
Temperature D Guest D Mask

® Image settings
® Video settings: You can mirror the preview image.

® OSD settings

0SD Setting
03D Options l \

Display Name Display Time Display Date

Channel Name Time Format | 24 hours system ~ | Date Format | XX-X¥X-XXXX(day/month/year) ~

Overlay \
[] TopLeft [] BottomLeft [] TopRight [] BottomRight
Set

Edit it, and check these OSD info (Name, Time & Date), then it will display on the preview image.
Click “Set” to save.

® Ul Param

15
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Attendance Machine Settings

UL Param \

Shew IF Show Mac Show Staff Hum Show Track Frame Show Recognize Tone Show Recognize Besult [ | Single Warning

SINGIEEIRIRE: Turn off multiple notification for one person per time, it will only
announce one time if he stands in front of the camera for a long time.

® Unlock Condition

Unlock Condition
Tempearature |:| Guest |:| Masl

There are 8 kinds of conditions

1. Temperature: The registered staff who temperature is normal could open the door

2. Mask: The registered staff who wear the mask could open the door

3. Guest: Anyone could open the door, no matter the temperature/mask is normal or abnormal

4. Temperature+Guest: Anyone who temperature is normal could open the door.

5. Mask+Guest: Anyone who wear the mask could open the door.

6. Temperaturet+mask: The registered staff who temperature & wear mask could open the door.

7. Temperature+mask+Guest: Anyone who temperature is normal & wears mask could open the
door.

8. Nothing selected: The registered staff in white-list or authority group, who temperature is normal
& wear a mask could open the door.

Ul Temperature Threshold

Language | English ~ | Voice Woman Temperature | Celsius v Lower‘35 ‘L’pper ‘37 ‘

Celsius
W‘ Sot

Input the threshold of temperature, and select Celsius or Fahrenheit.

o ERGUEGENCIINCHfCaionNSeting (\ultiple notification language can be customized)

Attendance Machine Settings
UI Param

Show IP Show Mac Show Staff Num Show Track Frame Show Recognize Zone Show Recognize Result

UI Temperature Threshold

English | Voice | Woman v Volume(25-100) Temperature Unit | Celsius v || Lower Limit Upper Linit

LEnslish o
Simplifi Chinese
Tradtio*Chinese

Japanese

Language

Set

Portuguese

16
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Change the language type, voice type and save it.
Volume: Notification volume.

3.1.3.5 Video setting
Video settings supports changing Resolution, Bit-rate of video.

You can customize the background picture of LCD panel via _ (Size:
6001024 PNG)

Device Param Upload Setting I Algorithm Setting I Display Setting Video Setting

¥ideo

Camera Cameral Strean Type |Main Sirean Video Type video strean Reselution [1920+1080 -
Bitrats Type |CER FES 25 Video encede [HZES GOR 50
hverage Bitrate 1536 Max Bitrate 3072 V] 5et

Fanel Sound and Ficture Setting

Background Sound and picture
Enable
Sound| Select

Fackground Select

Get Delete Upload Seene Mask Seene o[ set [ set

Mask scenario: Enable it, and customize the picture or audio when someone is not wearing the
mask;

Temperature scenario: Enable it, and customize the picture or audio when temperature is
abnormal;

Pass Scenario: Normal (temperature is normal and wear mask) status’s picture and audio.

B This customization notification is for anyone, no matter he have been

reqgistered or not.

3.2 Staff Management

3.2.1 Adding Staff

1. On the left side of control panel lick Staff Manage -> Staff Info

17
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Staffi3)
Group Manage -
‘ ' Warkld Hame Age Gender Phane Group Addr Mail puj
e X Delete
; y 1 HWO902  KEVIN 23 male 123456
CAN-AM + o
2 HWO910  KING 23 male 1234
Video Preview Sromitist Update Growp Infe| |3 pyasss  Emiy 18 female 550600
- Al
MoGroup

Device Manage

Li1]
"l Staff Manage

87 Staff Info
) Staff Syme

ML Staff Autharity

Ky hutharity Graup

@ Data Query

WorkId HROZ10 ID 1234

Gender |male Graup
Nail Addr
Paszword Auth Type |Hone

Remarks

\

& Imort fom file | oA add | [Fucdity || X Delete

Language | English w

2. Click “Add”. The staff information display zone becomes available for editing.

3. Name, workld , ID, photo are mandatory fields. The other fields are optional.

4. Click “Add”. The data will be stored in the client software and local database.

1. Turn off camera beauty function of your smart-phone, to ensure that the picture for the real face,
no makeup or edited, no wear a mask.

2. The shooting background is solid color and other walls, the light is normal, avoid strong light,
reverse light and other abnormal light.

3. There is only one person in the picture, the front (face is not biased, both ears visible, the head
is completely visible), shooting distance of about 1 meter, in the picture, the head of the person
must have a head distance from the left and right upper three sides.

4. Face pixels more than 260(between the two ears), determine the face size can use the windows
drawing software to open the face picture, drag a box on the face, will show the face size. Mobile
phone shooting can be satisfied.

Recommended minimum picture specification:
- 96 dpi
- 442px by 495px
- Head and shoulder shot (face fills approximately 75% of frame)

Reference Image:

18



3.2.2 Batch-adding From file
1. Click Staff Manage -> Staff Info on the left side of control panel.

2. Click “Import from file” and select a pre-edited Excel document of user information. You
can refer to the example template document HW_staff.x/sx in configuration tool.

Staf£i0)
@ Group Manage
WorkId Nanme Age Gender Phene Group Addr Mail In
cnrliul,”l “ X Delete :
+ sdd
E Vi0e0 Prerien Croup List Cpéate Graup Infc
= v Al
MoGroup
@ Device Manage

-ee
“' Staff Manage

[ &% srart 1ato
) Staff Sync
(®) By Name () By Id ey
A Staff suthority (8} By Name () By Id Key

| Q search | <H] Clear
& suthority Group

00 Name | kevin WorkId HFO333 ID 344555
Age 25 Gender male Group
Phooe Mail Addr
@ Data Query
Card Password Auth Type [None
Role | None Remarks
Fa | X oo & Tmort fom file| = asa | [Zdodity || X Delere
Language | English . A Delet

3. Click “Open” and complete the import.

Notice: You can refer to our Excel file’s format, and set the pictures’ path, then import them.

3.2.3 Edit Users

BEEREBH: |t vou edit or change the Name and Work ID, the system will deem it’s another staff. So

19



9
CAN=AM

if any wrong message of Name and work ID, you can delete this user, then add again.

For other info, you can change it directly.

WorkId Name Age Gender Phone Group Addr Mail i)
1 HWO0902 KEVIN male 123456
3 HWwW4455 Emily female 550600
(® By Name () By Td Key | | Q Search | | «X] Clear
< 1/1 > Name KING WorkId HW0910 ID 1234

Age 23 Gender | male “  Group
Phone Mail Addr

Card Password Auth Type | None

Role | None ~ Remarks

* Import form file + Add E] Modify ¥ Delete

1. On the left side of control panel, click Staff Manage -> Staff Sync , then select the list .
2. Click “Maodify”. The personnel information display zone becomes available for editing.
3. Click “Modify” after editing. The data will be stored in the local database of the client.

BEEREBH: Arter you edit the user, need synchronize with device end, please follow with|3.2.5
Staff Sync.

3.2.4 Delete

® Single removal
1. Select the user to be removed.

2. Click “Delete”.
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Sta ff3]
Group Manags
(I) Vorkld Naze Age Gender Phone Graup Addr Mail m
e X Delete
CAN A = = 1 HWDR0Z  KEVING 23 male

123456
=+ e I
Video Preview SrowLia Updare Grow Infe |5 pwaass  Emily 18 female 550600
= v Al
MoGroup

Device Manage
sen
m Staff Manage

B5 Staff Info

() Staff Symc

e By ol |
A Staff Autharity ® By ¥ame (0 By 1d Ker || QU searen || < clear

Ky dutharity Graup

ForkId HiC10 ID|1234
Gender fmale Group
Mail Addr
@ Data Query i
Password Auth Trpe | Nane
Remarks.

\

& Tnpors form £ile | <o add || [Fjuecify || X Delete

Language | English g

® Batch Delete

1. Select multiple users by pressing Ctrl key or select all by pressing Ctrl+A of keyboard.

2. Click “Delete” to delete all users.

3.2.5 Staff Sync

On the left side of control panel, click Staff Manage -> Staff Sync.

O Added devices _ Staff Syme | Blacklist Setting
Ip Address  Type Position - .
Staff(Z) Her (@) By Name () By 1d | Q) Search | | <3 Clear
CAN —AM 1 192.168.1.100 APP 30 House . - 3
Warkld Name Age Gender Phone Group Adedr Wail (113
- Video Preview 1 HWDO0  KEVIM 23 male 1234
2 HWOO1 KING 21 male 1234
Device Manage
(1)
m Staff Manage
B5 Staff Info
() Staff Syme | |
Data Asyne
AL Staff Autharity
] Device Stafsf ] show ALl Dif [ Syne to dev [ svre to Lacal
K Autharity Grawm

5 Clear Faces
A Read Staff Infc

Information
@ Data Guery

M2 Compere | | S Inport unregistered staff| & Syne To Lacal

£ > Name ForkId ID
Age Gender Group
Fhone Mail Addr
Benarks
Him Delete 4 Add Staff Marully| | [#] Medifs | | X Delaote

Language |English =

1. Select the device node to be synchronized and click “Read staff info” to synchronize

personnel data between the device and the client.
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Ip Address Type
1 192.168.1.100 APP_30 House

N

Position

Staff (2) Key |:| (® By Name () By 1d | €I} Search <& Clear

Workld Name Age Gender Phone Group Addr Mail 1D
1 | KEVIN 23 male 1234
2 HWO091 KING 23 male 1234
Data Asyne
Device Staff [] show All Diff [] Syne to dev [] syne to Local

ﬁ Clear Faces
¥ Read Staff Infc|| ™ Compare | |#4 Import unresistered staff| |f Sync To Local

2. Click “Show All Differences”, and click “Compare”.

Yellow indicates that information is on the local client but not on the device.

BFéY indicates that information is on the device but not on the local client.

Workld Name Age Gender Phone Group Addr Mail 1D
1 |[HW090 KEVIN 23 male 1234
2 [HW091 KING 23 male 1234

|

Data Async
[ ] Device Staff

¥ Read Staff Infc

'

show All Diff

[] Syne to dev [ ] Syne to Local
'ﬁ' Clear Faces

M% Compare R_ Import unregistered staff| & Sync To Local

3. Click “Sync to dev”, and click Sync to device to import users from the local client to the

device.
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Added devices

Staff Sync Blacklist Setting

Statz(® fo [ @b e 05t | @ seane [

Register  Workld Name Age Gender Phone Group Addr Mail 1D

d | ]
d . || | [ | |

Ip Address  Type Position
1 192.168.1.100 APP_30 House

“i}' Importing Result X

o Device[192.168.1.100] : [2] records, [0] failed

Data Async

[] Device Staff [] show All Dif Sync to dev [ Syne to Local

£ Clear Faces
‘i Read Staff Infc‘ ‘ & Compare ‘ ‘P., Import unregistered sta: f‘ B Swne To Local

Information
< > Name WorkId i
Age Gender Group
Phone Mail Addr
Remarks

in Delete =+ add Staff Mamully  [#] Modify = X Delete

2. Ifthere are some info only saving in device, Click “Sync to local”, and click “Sync to local”

to import data from the device to the local database.

Data Async
Device Staff show 411 Diff Syne to dev Syne to Local
Clear F
| W Read Staff Infa | | A8 Compare | | R Syne to Dev | B Syme To Local | ﬁ ear Faces

Information

= 5 Nane WorkTd bl

3.2.6 Clearing Device users

On the left side of control panel, click Staff Management -> Staff Sync.

Click “Clear Faces” and click “Read staff Information” to check whether all information is cleared.

BEEREsN: 1 vou click »_all data will be cleared!
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Added devices

Ip Address  Type Position

3.2.7 Blacklist and White-list

Staff(2)
R

Staff Syne  Blacklist Setting
Key l:l (® By Name () By 1d H Clear
Workld Name Age Gender Phone Group Addr Mail ID
1 HWO090 KEVIN 23 male 1234
2 HWO091 KING 23 male 1234

\

Data Async \

Device Staff [] show A1l Diff [ svne to dev [] Syne to Local
% Clear Faces

‘i Read Staff Infc‘ ‘ % Compare ‘ R Import unregistered staff [§ Sync To Local

Information
< 1/1 > Name KING WorkId HWO091 ID 1234
Age 23 Gender male Group
Phone Mail Addr

Remarks

|4 4dd Statf Manully| [ odify || X Delete

On the left side of control panel, click Staff Manage -> Staff Synchronization ->/Blacklist Settings.

Added devices

Ip Address Type Position

1 (192.168.1.100 APP_30 OFFICE

Staff Sync Blacklist Setting
Staff Key |:| (® By Name () By Id & Clear
WorkId Name Age Gender Phone Group o) =
1 HWO0902 KEVIN 23 male 123456
2 |HWO0910 KING 23 male 1234
3 HW4455 Emily 18 female 550600 -
4 HWO00988 YANG 23 male 45678
5 HWO00123 Charles 24 male 00123
6 HWO00005 Jack 29 male 00005
7 HWO0O0105 Ben 28 male 00105 °
BlackList WhiteList
WorkId Name Age Cender WorkId Name Age Gender
1 HWO00089 Clark 25 male

| \

\4
¥ Delete = Add BlackList

& Read List‘ ‘I.T.l Upload List|

24

X
¥ Delete =} Add WhiteList



9
£A1N-AM

Select devices.

2. Select users to add to the blacklist or white-list.
3. Click “Add Blacklist’ or “Add white-list”.
4. Click “Upload List” to upload the blacklist/white-list to devices.

You can click “Read List” to get the list those have been saved in device.

_: White-list user could turn on the lock of door at any time if you have set the door

access control system.

3.2.8 Device Access Control Parameters

Added Devices
s Control Param

Access C
Ip Address  Type Position
Host AuthType Face | Secondary Card Card Doorlock Type lormal Clese Ver: V1.0.0
i)l 192.168.1.100 | APP_30

Auth FailAlarm Otime : DoorLock Time 3sec : Doorlock Timeout 2sec E’JCanfigure Param

Staff Access Control Infe Key |D By Id [v] By Name | Sei| | CL

WorkId Name Age Gender Card Password Auth Role

On the left side of control panel, click Staff Management-> Staff Authority.
1.Click “Configure Param”.

2.“Host Machine Authentication Method”, “Second Card (Not Available)’, “Door Lock Time”,
“Lock Timeout’ are subject to change.

3. Click “Confirm”. The parameters will be synchronized to the device.

I Only Host AuthType (Face) will work.

Access Control Parameter Description

combinations to set up your authentication method.

Second card authentication: set up for connection to an
external card reader. The types of authentication are the same
as those of the device.

Host machine authentication method: configures the
authentication method of the device. Select diﬁerentF
Not available.

3 magnetic door switch options: none, normally open, normally|0 - None
closed. none: no door magnetic switch is used. 1 - Normally open
normally open: the door is open under normal conditions|2 - Normally closed (default)

(always open when the power is on). This depends on the Lock type.
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normally closed: the door is closed under normal conditions
(always closed when the power is on).

Time for door locking: the duration of time for device control

1-255 seconds. 1 second by default.
over locking (from opening to automatic locking) when the door y “

, You can change it.
is closed.

Door open timeout alarm: when the magnetic state of the door|
is inconsistent with the settings, an alarm will sound after a
specified period of time. This period of time is the magnetic
alarm delay (effective range from 1 to 999 seconds).
Authentication frequency alarm: when the number of failed0-9. 0 by default, meaning that no alarm
authentications (number of times that one presses the wrongwill sound upon any failed trial.

button) reaches the set value (from 1 to 9), the alarm will
sound. If this is set to “no”, then no alarm will sound.

1-255 seconds. 30 seconds by default.

3.2.9 Authority Group

Pernission Groups

. Weak Plan of Current Group EHoliday Plan of Current Group ¥ Delcte + sz

[ |
Y s 2] Group
CAN‘AM |-
Tuesday
Video Preview Wednesday
-
Thursday
Friday
Device Manage
Saturday
Sunda
e o
m Staff Manage
BF Staff Info » o . B o o =
.Be\ iges in Current Group ) .Be\ ices Can Add to Croup ) .otaf. in Current Group ) Staff Can Add to Group Group | ALL =
() S0 S IP Position Mame 13 Position Mar Warkld Mame :
Woarkld M, =
AL Staff Authority 1 1921681100 OFFICE  Hero-T[ orl ame
- 1 Hwoaoz KEVIN
K futharity Group | , [ronmo e
3 HW4455 Emily
@ Data Query 4 HWO03EE YANG
5 HWOD123 Charles
& HWDO00S Jack
7 HWOO105 Ben
Current Acecunt  ad : . —‘—H‘ L | Lo imsmnane

p—— Ty » Graup Name + 4cd new Graup | [#] Config Grour X Delete Group | ) Send Group Canfiguratian

Authority Group is for building the EllCHOCHCCIGNIECCESS CONIONDIaN for registered staff.

1. You can sort the staffs by different groups (for example, different department), then make
attendance plan.

2. Create holiday plan for staff.

3. Release this plan to device.

lB8: Staff in authority group could only open the door during the attendance plan’s time. While in
white-list person could open the door at any time.

Steps:
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1. Click “Add new Group”

2. Input the Group name, and “confirm” it.

Devices in Current Group Devices Can Add to Group Staff in Current Group 51
IP Position Name IP Position MNar Workld Name =

1 192.168.1.100 OFFICE Hero-TI[

<« KL

> b2 d

ol - | i L
\ v

Group Name |Test-1 | + Confirmi E] Config Grour | X Delete Grour | [ Send Group Configuration

3. Click “Config Group®

Devices in Current Group Devices Can Add to Group Staff in Current Group

Staff Can Add to Group Group All ~
IP Position Name P Position Nar Workld Name
Workld Name L
1 192.168.1.100 OFFICE Hero-TI
1 HwO0902 KEVIN
2 Hwo0910 KING
& 3 Hwa4ss Emily —
- 4 HWO009ss YANG
5 HWO00123 Charles
6 HWO00005 Jack
\ 7 HWO00105 Ben

Group Name Test-1 + Add new Group E’i Config Group ‘x Delete Group [#) Send Group Configuration

4. Make workday plan and Holiday plan.

Permission Groups Week Plan of Current Gruupl IHaliday Plan of Current Group X Delete + Add |
ID Group
12 Test-1 5
23:59 b4
o +
2359 [x
. +
2359 = T
[+ ]
2359 [x] L
- [E
Devices in Current Group Devices Can Add to Group Staff in Current Group Staff Can Add to Group Group |ALL o

5. Move the staff to the current group.
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Devices in Current Group Devices Can Add to Group Staff in Current Group Staff Can Add to Group Croup | ALL "
1P Position Name IP Position Nai Workld Name
Workld N. N
1 1921681100 OFFICE HeroTl | |1 HW0902  KEVIN or ame
/ 1 HW0902 KEVIN
2 HW0910 KING
2 HWO0910 KING
3 HWO00123 Charles
i “ |3 Hwa4ss Emily
e © | 4 Hwoooss YANG
5 HWO00123 Charles
6 HWO00005 Jack
7 HWO00105 Ben
: | DS B |
Group Name + Add new Group E'i Save Config‘ M Delete Group . l?.' Send Group Configuration
6. Move the device IP address to the current group.
Devices in Current Group Devices Can Add to Group Staff in Current Group Staff Can Add to Group Group |ALL -
IP Position Ne 1P Position Nar Workld Name
Workld Name -
1 192.168.1.100 OFFICE Hero-TI 192.168.1.100 OFFICE  Hero-T[ 1 HW0902 KEVIN
1 HW0902 KEVIN
2 HWO0910 KING
2 Hwo0910 KING
3 HWO00123  Charles
R 13 Hw44ss Emily
2 4 HWO00988 YANG
5 HWO00123 Charles
6 HWO00005 Jack
7 HWO00105 Ben

Group Name |Test-1

+ Add new Group El Save Config X Delete Group

7. Save the Configuration.

Devices in Current Group

IP
1 192.168.1.100 OFFICE

Position

\E
Hero-TI

<

»

Devices Can Add to Group

m Send Group Configuration

Staff in Current Group

P
1 192.168.1.100 OFFICE

Group Name |Test—1

8. Release the configuration to device.
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Nar
Hero-TI

|

| + Add new Group E’ Save Config| | X Delete Group

Workld Name
1 HWO0902 KEVIN
2 HWO0910 KING
3 HW00123  Charles

m Send Group Ct
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Devices in Current Group Devices Can Add to Group Staff in Current Group
Staff Can
P Position Ne¢ IP Position Nar Workld Name
1 192.168.1.100 OFFICE Hero-TI 1 192.168.1.100 OFFICE Hero-TI 1 HWO0902 KEVIN
1 HWI
2 HW0910 KING
2 HW
3 HWO00123 Charles
: 3 HW.
4 Hwi
5 HWI
6 HW
\ 7 Hw
Group Name Test-l + Add new Group EJ Config Grour X Delete Grour ‘m Send Croup Cenfiguration

3.3 Voice of notification

None: Just temperature display. Means this person has not been registered.
Welcome: White-list or in the Authority Group’s staff.

No'passing: Blacklist staff.
_: The normal staff who have registered the info.

Please Wear mask: People who not wear the mask, no matter has registered or not.

Abnormal body temperature: High temperature alert, no matter this person has registered or not

Attention: We suggest let the device run10 minutes in advance, then the accuracy will be better.

4. Data Query
4.1 Updating Attendance Records
Click Attendance Record -> Data Query on the left side of control panel;

1. Select device and click “[HfEICHREEOI . The client will automatically download the latest
record from the device. It will take some minutes.

2. It will get the whole record of register staff and strangers.
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Adecd Qevices Attendsnce Records Besin Tine [2000/L/1 0:00 [ =] End Tine [2020/5/4 15:13 | = | | Q Search || @ Clear

T
CAN'AM
@

Ip Address Position \
FoarkId Hane Age Gender Phene i Time Temperatu Mask
CAN AM [177921681.100 Hause !

1 080 KEVIN 23 0 1234 2020050, 36,60 1
Video Freview 2 080 KEVIN 23 0 1234 2020050, 3661 1
3 090 KEWIM 23 L] 1234 2020050... 36.54 1
. 4 080 KEVIN 23 0 1234 2020050, 36,54 1
m Device Manage
5 090 KEWIM 23 a 1234 2020050.,. 36,62 1
Staff Group | ALL v
m & 080 KEVIN 23 0 1234 2020050, 3661 1
Staff Manage
Workdd Name 7 0u0 REVING 23 0 1234 2020050, 3657 1
1 HWo902 KEVIM
B8 5taff Info 2 HW0910 KIMNG
() Staff Sme
A Staff Authority
K tushority Crau Record Infa
3 Workld 050
Fhans
@ Data Query Time 2020.05.04, M—, T 06:08:13

Temperaturs 36 £1

Eey

[A8r Name []37 Id Q Search & Clear

[ Domoad Inage () Update Record [ Emport Record | Ilear Dev Record
Language |English e

A. Just get strangers record.

Orly Strangerz Begin Time |2000/1,1 0:00 - End Time |20Z0/6/10 10:50 |5 Q Search ] Clear

/ Time Temperature Maxlk Statux

TENF “cd=F [] w11 Recurdl{ Filtered Records [E Export Reu:-:urd]

Becords filter

Nate 20007111 > - EDR0fefI0 = ['l'l'nrking Time| 11:00 (& - 15:00 (= [

1. Tick “Filter Records”
2. Input the working time and date
3. Click “Filter”, then it will just export the first and last attendance record of staff.

WorkId Hame Time Temperature Mask Status
. HW00089 Clark 2020/06/10-10:48:41 36.50 None Sign On ’
3| HW0902 KEVIN 2020/06/10-10:42:04 36.83 MNone Sign On

4.2 Export Attendance Record
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1. Click “Export Record’. The client will export data into the Excel document.

2. Find the path information on the left bottom of interface. The default path is the installation
folder.

4.3 Clear Record
The device will save all records and cover old records, you can clear them.

Record Info
Hame Horkld

Gender Fhone
II Time

Nask Temperature

TENF ¥/ ° C °F 111 Records Filtered Records ||= Export Record

Records update Records filter

Downoad Inage () Update Record Clear Dev Record Date ZODO/1/1 |5 - B020/5/22 %] ‘Yorking Time 08:00 3 - 15:00 = Filter

5. FAQ
1. Cannot search the device

Make sure the device is on, and your PC’s IP address in the same segment with Device (The
default IP address is 192.168.1.100). Besides, turn-off firewall of your PC (Windows 10).

2. What's the adaptor spec?

BB 2A atleast.

3. What's port and password of web browser?
Port: 8080; Default password: admin123456
4. How to set the Temperature threshold
Please refer to 3.1.3.4 Display setting.

5. Turn on /off Mask detect function.

Please refer to 3.1.3.3 Algorithm settings.
6. Synchronic device failed.

Check the picture and WorkID /ID, there is a Remarks about it.
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8,116]: [1] records, [1] failed

] show Al DiFf [~ sync to dev [ syne toLocal
i [ | 2k Compare | | A Importunregstered staff & syncToLocal &
fack Workid | #5007 D ’JDE./
Age Gender |mals Group
Phone i Addr

==
7. How to customize ARFaceManger tool’s Logo.

Prepare 120*40 PNG Logo picture, replace the one in Res folder.

L TE5 20204/5/5 13:31
¥ ARFaceManager V1.6.23.exe 2020/4/22 10:23
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